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Privacy Policy Essentials for Australian Businesses 
Generating an Australian Privacy Policy 
Anyone responsible for a business in Australia can use this eBook to tell you:  

WHO must have a Privacy Policy by law;  

WHAT you need to know by way of background in preparing a Privacy Policy, and;  

HOW using supplied templates, you can simply generate your own legally acceptable 
Privacy Policy.  

This eBook has a HELP-ME section together with detailed explanations of the key terms used. Thus 
providing you with the appropriate ‘non-technical’ know-how for answering any questions and 
understanding each aspect.  

Click here for: Help in navigating around this eBook 

Click here to continue to the: Introduction 
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Introduction 

Not everyone needs a privacy policy although having one may help boost your customers' 
confidence by demonstrating that you care about their personal information. 

Certain organisations are legally bound to provide a privacy policy. Some Australian States and 
Territories have their own privacy laws. In general, State laws apply to public services such as state 
schools and hospitals. 

Businesses are all covered by an Australian federal law known as the Privacy Act 1988. A check-list at 
the beginning of this eBook will help businesses determine WHO must have a Privacy Policy? by law. 
If it is determined that you do require a privacy policy, you should definitely follow the guidelines in 
this eBook. This will help ensure your business is compliant with the Privacy Act and you are 
following the new thirteen Australian Privacy Principles (APPs) it contains. Even if you find out the 
law doesn't require you to have a privacy policy, these guidelines will assist in composing a suitable 
policy that your customers will understand and respect. This way you will be ready for the day when 
your business reaches that critical annual turnover size. 

Any business that generates a privacy policy will demonstrate they act professionally and care about 
their customer's privacy concerns. Hence, by providing a policy, regardless of the legal requirement, 
you will be giving the same reassurances larger established enterprises give to their customers. 

Click here to continue to: Types of business that need a privacy policy 
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1.1 Types of business that need a privacy policy 

All business over a certain size must have a privacy policy. Any size business dealing with sensitive 
information, e.g. health records, also must have a privacy policy. Business with government 
contracts, those dealing in financial services or real estate may also require one, regardless of size. 

Your time is precious and yet you need quick, reliable and up-to-date answers. You are aware that 
the area of Internet Security and Privacy is both complex and demanding but critical to the success 
of your business. Now you can find out essential information without depending on others. A lot of 
experience and depth has been applied to each section to ensure you get rapid answers on a need-
to-know basis. 

Ready to start? First let’s see: WHO must have a Privacy Policy. 

It is worth noting that the guidelines provided by the Australian government [www.oaic.gov.au] state: 

    “You should read this privacy policy guide [oaic guidelines] together with the full text of the APPs 
      and the APP guidelines" 

This is a total of almost 600 pages containing 180,000 words, i.e. about 3 days of solid reading. If you 
really wish to do this then the HELP-ME section in this eBook has the necessary FAQs and links. 

Yet, if you simply want to get on with your job knowing you have done what is required for your 
business in developing a suitable privacy policy, then this is the right book for you. 
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Copyright © Peter Croll 2015 
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or by any means, without the prior written permission of Peter Croll. 

This document is current to the date of the final editing (March 2015). Advances in the subject-
matter, applicable legal or regulatory regimes, or general or specialist standards of practice may 
have occurred which are not captured in this work. This work does not replace the reader's 
judgment, and is meant to provide guidelines for thinking about and dealing with issues within its 
subject-matter. Guidelines are of necessity generalised, and will not address all topics or variables. 
Reading this work does not put the reader in a relationship of client or advisee, insured, or 
indemnitee of Peter Croll and his associates. Where to find help in establishing consultancy 
agreements is provided in this book. 
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WHO must have a Privacy Policy? 
Anyone involved in the collection or handling of personal information will need to check this out. 

First you need to determine if the Commonwealth Privacy Laws of Australia apply to you? 

Everyone in business who collects or handles information from, or about people, should complete 
the following questionnaire to see if the law requires them to have a privacy policy. 

 
Click here to start: Questionnaire to determine when businesses must have a privacy policy? 

On completion of the questionnaire click here to continue to: WHAT do I need to know? 

Please note: these questions need to be answered in sequence in order to give you the correct result.  

If you go out of sequence before you finish (or get interrupted) simply click WHO at the top or bottom 
of the page to restart the questionnaire.  

There are 11 questions in total, but as soon as there is an answer that is applicable to your business, 
this questionnaire will finish. 
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WHAT do I need to know? 
The WHAT section will tell you what information you will need to gather before generating your 
privacy policy. It includes a check-lists and tables to identify all the essential issues.  

Follow this section through in sequence to ensure you have everything you need to generate your 
privacy policy. 

This section address the following questions:  

2.1) WHAT do I need to know before writing? 

2.2) WHAT should the wording be like?  

2.3) WHAT length should it be? 

2.4) WHAT if I have more than one product or division?  

2.5) WHAT about my subcontractors? 

2.6) WHAT exactly should my privacy policy contain? 

2.7) WHAT are good examples you can show me? 

 

Click here to continue to: WHAT do I need to know before writing? 
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2.1 WHAT do I need to know before writing? 

Information gathering 

The key to developing a privacy policy is to have an overview of the personal information held by 
your business. You will also need some details of your business’s personal information handling 
practices, any related policies and procedures, and the systems in use. This will enable you to 
accurately describe (and summarise) how your business currently handles personal information. 

To be able to write a privacy policy you should be able to describe your business’s functions and 
activities and understand your business’s personal information handling procedures. You may have 
some of this information already, or you may need to investigate. For example, you might need to 
do an audit to make a list of the different types personal information held by your business. You may 
also discover the need to develop some new policies and procedures that are missing. 

To help you with the initial Information gathering a simple check-list has been supplied as a PDF file. 
The list allows you to click on buttons for ‘Not Yet but Needed’, ‘Yes, Copy Available’ or ‘Not 
Applicable’ against each criteria. Once completed you can save or print a copy for your records. The 
check-list document will open in a new window, so you can return to this eBook at any time. 

Click the button to open the check-list:  

Click here to continue to: WHAT should the wording be like? 
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2.2 WHAT should the wording be like? 

The idea of a privacy policy is not just to cover yourself legally and use wording that your customers 
are unlikely to understand. In fact it is a requirement by the Privacy Act that your privacy policy 
should avoid technical and legal jargon. It should be something a person of average intelligence can 
readily follow. Focus on what is likely to be most important to your customers.  

The wording should be professional and in plain English. The sentences should be straightforward, 
short and to the point. You are reassuring them you care and that you have nothing to hide.  

Click here to see: an example sentence that is clear compared with an unnecessarily confusing one. 

You are simply stating how you will manage their personal information in order to provide the 
service or products they request.  

Click here to continue to: WHAT length should it be? 

Surveys on consumer attitudes towards privacy show that people don’t like providing personal 
information that is unnecessary for the purpose of dealing with businesses. In general, they want to 
be reassured you care about their personal information, you only collect what is necessary, that you 
have taken reasonable steps to protect it, that you are not going to sell it on or provide it to other 
businesses without good reasons and you are open to your customers making enquires and providing 
feedback. Also note, a privacy policy should make it clear, whenever it is feasible, for customers to ask 
you questions without necessarily stating their name or providing contact details (i.e. anonymity).  
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2.3 WHAT length should it be? 

The length of a privacy policy will depend on the type of personal information you collect and 
manage. Typically it will be between 4 to 6 pages. For a business with very basic requirements it may 
be possible to summarise in 2 pages. If you hold sensitive information, sell personal information to 
other businesses or have special storage and handing requirements overseas it may be 6 pages or 
longer. It is unlikely to be more than 10 pages. If it is, you probably haven’t have summarised the key 
points very well.  

 
Click here to see: A table showing typical lengths for privacy policies 

Click here to see: Key points on keeping your privacy policy short and to the point 

Your policy needs to be ‘just’ long enough to tell your customers the essential information about 
how you take care of their privacy concerns.  

Click here to continue to: WHAT if I have more than one product or division?  

Note that a summary of approximately half a page is often used for brochures and other printed 
materials provided to customers. This should always include a link to a complete privacy policy, 
normally located on your web site (covered in: HOW do I make a layered version for the web?). 
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2.4 WHAT if I have more than one product or division? 

Ideally a small to medium businesses will only need one privacy policy. However you may have some 
business interests that are too diverse to be readily summarised in one policy. The important thing is 
to arrange information in a way that makes sense to your customers.  

Where distinct sections or business units do handle information in different ways then consider 
having more than one privacy policy. Make the scope of each policy clear. Where practical, you may 
wish to explain how each policy links to the others. A privacy policy for selling online products, for 
example, will focus more on Internet issues yet include a link to your general business privacy policy.  

Click here to continue to: WHAT about my subcontractors? 

  

For example, your company may offer two distinct lines of business such as: 

i) online product sales, and;  
ii) a consultancy service. 

If these business lines attract different sets of customers, then two separate policy may make more 
sense. The way you collect personal information, the way you handle and store it (possibly overseas) 
may be very different. For online sales, it would be clearer to your customers if there was a dedicated 
policy for this, since there could be more information on internet security and tracking. Such 
information may be irrelevant to customers seeking your consultancy services and only confuse them.  

Note that if you do have more than one policy, some of the information will often be duplicated due 
to common business practices (e.g. complaints handling, contact details, etc.). This could either be 
copied across to each separate policy or you can provide a link from each to a general privacy policy.  
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2.5 WHAT about my subcontractors? 

You are responsible for the personal information that your business collects and manages even if a 
subcontractor is involved. You may be subcontracting out parts of your business, for example 
printing and mailing, or making use of a third party service, for example Internet hosting. Either way, 
your business is responsible for protecting the personal privacy of your customers. 

Be prepared to check on the way your subcontractors handle the personal information collected and 
disclosed by your business. Ultimately, you will be held responsible and it will be your business that 
suffers from any adverse consequences. If your subcontractors don’t respect individual’s privacy and 
comply with your requests, use alternative suppliers.  

Click here to continue to: WHAT exactly should my privacy policy contain? 

  

Consider ways of protecting privacy with subcontractors: 

Ensure any contracts drawn up with your subcontractors should include a reference to your privacy 
policy. Ideally, they should be signing an agreement that they will comply with your policy. You may 
wish to have each individual who works for the subcontractor to sign that they are aware of your 
privacy policy and they will comply with it. This is particularly important when you are handing 
sensitive information such as medical records. Either way, you should review what personal 
information any subcontractor should be allowed to see. For example, a delivery contractor will 
need to know the addresses of the deliveries they make but not necessarily what the contents are 
(especially when sensitive). Also, avoid unnecessarily providing them with access to your complete 
list of mailing addresses and contact details.  

When the above is impracticable, for example when using cloud storage services supplied by a large 
company, then choose carefully and then inform your customers which services you use. You can 
also refer them to the websites where they can look up this company’s policy (note, some cloud 
service companies can provide additional privacy protection, such as Australian only data servers).  
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2.6 WHAT exactly should my privacy policy contain? 

The Privacy Act specifies exactly what a privacy policy must contain as a minimum. Within the Act 
the Australian Privacy Principle (APP) 1 sets out what the policy must contain. In particular, APP 1.4 
provides the specific details.  

In brief, the topics required in your privacy policy include: 

• The kinds of information you hold? 
• How you collect it? 
• How you store it? 
• The purpose for collecting, holding, 

using and disclosing? 
• What is included or exempt? 

• How your customers can access and 
correct it? 

• About any overseas disclosures? 
• Your Quality Assurance (QA)? 
• Your complaints procedure? 
• Managing changes to your policy? 

 

A table with description and examples for each topic has been provided. 

Click here to see: A table summarising what your privacy policy should contain. 

Click here to continue to: WHAT good examples can you show me?  
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2.7 WHAT good examples can you show me? 

Examples are provided to give you an idea on what a finished privacy policy should look like.  

For three different types of example business, these include: 

1) Click here for: a two page brief policy for a business dealing with very little personal 
information; 

2) Click here for: a four page concise policy for a business requiring some personal information 
for online services, and; 

3) Click here for: a six page full policy for a business dealing with some sensitive personal 
health information. 

Please view the above examples to get an understanding – don’t modify these directly. The next 
section will provide the necessary templates to help you write your privacy policy. 

Click here to continue to: HOW do I go about this? 
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HOW do I go about this? 
The HOW section will tell you how to go about generating and checking your privacy policy.  
This should only be done after you have checked off all the essential items in the previous section:  
WHAT do I need to know? 

It consists of templates and check-lists that identify all the essential issues.  
Follow this through in sequence to determine if you have completed everything correctly. 

This section address the following questions:  

3.1) HOW do I generate my privacy policy? 

3.2) HOW do I check if my policy is APP compliant?  

3.3) HOW do I test my privacy policy? 

3.4) HOW do I make a layered version for the web?  

3.5) HOW should I make my privacy policy available?  

3.6) HOW should I update and review my privacy policy? 

 

Click here to continue to: HOW do I generate my privacy policy? 
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3.1 HOW do I generate my privacy policy? 

Follow these 5 steps: 

1) Gather together all the information you need to ensure you have a complete picture of what 
your business practices are in relationship to personal information (this was covered in the 
earlier section: WHAT do I need to know before writing?) 

2) Open the supplied PDF form templates for generating a privacy policy as follows: 

• Click this button to open the Summary-ONLY template: 

• Click this button to open the Complete-policy template:  

3) Fill in the above templates to accommodate your own business practices (for guidance while 
writing, refer to the section: WHAT good examples can you show me?). 

4) Print and Save your copy for review, e.g.: ‘[your company]-privacy-policy-1-JAN-2015.pdf’ 

5) Extract the data you entered in the PFD form and edit to suit your needs.  
(Note: to extract using Adobe Reader select: [FILE > SAVE AS OTHER > TEXT (or alternatively save as 
WORD if you have that option available)]. See also, HOW should I make my privacy policy available?) 

Click here to continue to: HOW do I check if my policy is APP compliant? 
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3.2 HOW do I check if my policy is APP compliant? 

Once you have generated a privacy policy it essential that you check if it complies with the law. The 
first of the new Australian Privacy Principles (APPs) in the Privacy Act informs you of what an APP 
compliant privacy policy must contain.  

An APP compliant check-list has been supplied as a PDF file. This allows you to click on a button for 
‘Yes’, ‘Needs Improving’ or ‘Not Applicable’ against each criteria. Once completed you can save or 
print a copy for your records. The check-list document will open in a new window, so you can return 
to this eBook at any time. 

Click the button to open the APP compliance check-list: 

Click here to continue to: HOW do I test my privacy policy? 

Remember that a privacy policy is not just provided to show your legally compliant but should be 
designed to reassure your customers that your care about their privacy. Hence, when selecting a 
check-list item as 'Not Applicable' consider if your customers might normally be concerned about such 
an issue. If you think your customers would be concerned then you can state which issues do apply or 
do not apply accordingly. For example, just because you don’t store personal data overseas, instead of 
stating ‘Not Applicable’, your policy might include the following:  

"We don't store your information overseas nor do we disclose your information to anyone  
overseas. When you travel overseas, you may choose to access your information through  
our secure web site. As with all Internet transactions there are privacy and security risks,  
yet be aware that if you decide to access your personal information when travelling abroad, 
that the levels of protection may not be the same as you would expect when in Australia" 
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3.3 HOW do I test my privacy policy? 

If you can, ask some of your customers to read the policy and get feedback. Ask your staff if they all 
readily understand the policy or if there is anyway it could be improved by way of wording or 
grammar. Your staff are the best, in the first instance, to determine if it meets your business 
handling practices.  

If you are concerned about what customers might think of the draft version you have created, you 
could also ask family or friends. A specialist consultant can also assist you, please refer to the 
section: HELP-ME find more information.  

Remember your policy will normally will be out there on the web for all to see, customers and 
competitor alike, so don’t hold back in getting feedback beforehand. The language should be 
understandable by a person of average intelligence. The government guides suggest it should be 
easily read and understood by a 14 year old. 

 

Click here to continue to: HOW do I make a layered version for the web? 
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3.4 HOW do I make a layered version for the web? 

If you are providing your privacy policy on the web you can simplify things by making a layered 
version. That is, you provide a short easy to follow summary for the online readers (this will need to 
have a link to your complete policy which can be in a different form, e.g. a PDF document). The 
Australian government gives advice on what a summary policy would typically contain. The actual 
content will depend on your business but use the following table as an outline guide: 

TOPIC DESCRIPTION 
Scope Describes what the policy applies to in terms of your business activities, e.g. product lines/services. 
Collection Provide the key information about what personal information is collected. Briefly explain why it is 

needed. Rather than stating the obvious, focus on aspects that customers wouldn’t necessarily be 
aware of, e.g. the need to verify their age when products require special handling procedures. 

Disclosure 
(sharing) 

Describes the main reason you disclose information to others outside your business. Are there any 
special condition regarding these disclosures? Include any disclosures overseas, especially if the 
customer is unlikely to be aware of this. Disclosures of personal information are usually the most 
important concern for your customers. Include anything you do that they wouldn’t normally expect. 

Rights and 
choices 

The customers have a right to access the personal information you hold. Also, to ask you to correct 
it. Briefly explain this here. Details such as ‘response times’ and the need to have ‘the request in 
writing’ can be left to the complete policy.  

Complaints The customers have a right to complain. Briefly explain this and what they can do if they are 
unhappy with your response. As above, details such as ‘response times’ and the need to have ‘the 
request in writing’ can be left to the complete policy.  

Contact 
details 

As a minimum provide a phone number and an email. To allow for staff changes in your company, 
try to make this universal, e.g. privacy@XYZcompany.com.au  

 
Click here to continue to: HOW should I make my privacy policy available? 
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3.5 HOW should I make my privacy policy available? 

If you are required by law to provide a privacy policy, you must make it easily available and free of 
charge.  

Within the Privacy Act, Australian Privacy Principle APP 1.5 requires a business to make its privacy 
policy available free of charge and in an appropriate form.  

Furthermore, APP 1.6 requires you to take reasonable steps to make your privacy policy available in 
the particular form a person asks for. 

However you chose to support this, it should be easy to access, easy to read, avoid small print or 
hard to read colours/fonts and be easy to download in a format that is commonly used, e.g. a PDF 
document.  

Click here to continue to: HOW should I update and review my privacy policy? 

  

For example, with small to medium businesses this will mean that if your business has a website, you 
should publish it on your website. If not, you should have a printed version available that can be sent 
by mail and an electronic version by email on request. (Note that, some files types like PDF, can easily 
be protected from editing, for example, with a password you can disable the copy, delete or paste 
functions BUT you should still permit printing of the document to assist the reader). 

Ideally, the policy should be available in a form that accommodated those with special needs. Larger 
enterprises may offer a translation service or a speak-and-listen service number. Such provision 
would generally be regarded as unreasonable for smaller businesses but you should try to 
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3.6 HOW should I update and review my privacy policy? 

Your business practice will change over time so it is necessary to regularly review and update your 
privacy policy.  

If you make a major change in the way you handle personal information, for example you move all 
your data over to a cloud service, then review the implications on your privacy policy as soon as 
possible. Updates should coincide with the new practices so be prepared to update the policy as you 
develop the new practices so the update can be released on the same day. 

Often business practices evolve over time to reflect changes in staff, new policies and new 
opportunities. Set yourself a regular date to review your privacy policy so that smaller changes are 
accommodated. This could coincide with your security reviews, which if they are to be effective need 
to occur periodically. Many businesses will do this annually, six monthly or even quarterly. Note that, 
the more often you do this the less changes you will need to make.  

Your privacy policy should be dated. Any updates should include the new issue date. 

 

Click here to continue to:  HELP-ME find more information   

Congratulations you have completed this eBook on developing a privacy policy. I hope this was a 
painless experience. Please refer back to this eBook anytime you need to make updates (as 
described above) or feel free to contact me for further advice: HELP-ME – Privacy Consultancy.  
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HELP-ME find more information 
The HELP-ME section has explanations of key questions and terms used throughput this eBook 
together with some additional useful links, as follows: 

4.1 HELP-ME - Frequently Asked Questions (FAQ) 

4.2.  HELP-ME - External links 

4.3 HELP-ME - Privacy consultancy 

4.4  HELP-ME - Bibliography of key terms 

 

  

Contents © Peter Croll 2015 WHO WHAT HOW HELP-ME 

(C) Peter Croll 2015



Contents WHO WHAT HOW HELP-ME 

 
4.1 HELP-ME - Frequently Asked Questions (FAQ) 

Who should write a privacy policy? 

Ideally the person in your company that knows the most about your company’s privacy 
issues. That may well be you? Whoever is selected they need to be able to write clear simple 
sentences and not use jargon or legal terms. They need to have access to all the information 
outlined in WHAT do I need to know before writing? 

How long will it take to write? 

This will depend on how complex the handling of personal information is within your 
company. If you handle sensitive information such as health records it will require more 
work. Also, if you collect personal information from various sources and store it overseas 
your policy will need to be longer. Having all the information you need to hand at the start 
will be a great help. The actual writing should not take more than a few hours once you have 
read the section on WHAT do I need to know? 

Do I need to consult a lawyer? 

For a small to medium business this is optional. Although you may wish to protect your 
company in case anyone makes a complaint, a privacy policy is not intended to be a legal 
document that aims to cover you from any liabilities. It is a clear statement on what your 
customers need to know about how you care for their personal information. Many lawyers 
specialise in privacy and will help ensure your policy is compliant. A Lawyer will not 
necessarily know the actual workings of your business and all its policies (especially those 
not yet written down). You will be responsible for sourcing this information. This eBook 
covers all the necessary requirements as specified in detail by the Australian government’s 
official guidelines. There is a section in this eBook that allows you to check compliance with 
the Australian Privacy Principles, see HOW do I check if my policy is APP complaint? 

What if I already have a privacy policy? 

You can use this eBook to review your current policy and decide how much you need to 
rewrite. If you have not updated it since March 2014 (when the new APP laws came into 
force) it will probably be easier to do a complete re-write.  

The section in this eBook on HOW do I go about this? will provide you with check-lists, tests 
and how to make your updated policy readily available.  

What if I can’t find all the required information? 

That can be a problem. Your company will be responsible for privacy matters of any personal 
information you collect, hold, use and disclose. You cannot pass this responsibility to third 
party suppliers such as IT vendors. You will need to insist on finding out where and how such 
third party services protect personal information.  

The section in this eBook on WHAT do I need to know before writing? will help you 
determine all the information you need. 
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What about my associates and subcontractors? 

You are responsible for the privacy of information you collect, hold use and disclose even if it 
is being handled by a third party. The section on WHAT about my subcontractors? in this 
eBook explains what you need to know regarding subcontractors and associates.  

Do I need a privacy policy for every product/division? 

Not always. The section on WHAT if I have more than one product or division? in this eBook 
explains what you need to know regarding multiple privacy policies.  

Can I write a short summary only? 

You can write and supply a short summary BUT it must have a link to the complete privacy 
policy. The section in this eBook on HOW do I make a layered version for the web? explains 
the content required for a short summary.  

Who can help me write a privacy policy? 

For any help from wording to policy generation contact HelpMePrivacy – consultancy for 
professional advice at any time. 
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4.2.  HELP-ME - External links 

The following links to external professional societies and government websites provide a wealth of 
information on both Information Technology and privacy issues.  

Australian Computer Society (ACS) 

The Australian Computer Society is the professional association for Australia’s Information 
and Communication Technology (ICT) sector (www.acs.org.au).   

Australian Privacy Foundation 

The Australian Privacy Foundation is the primary association dedicated to protecting the 
privacy rights of Australians. The Foundation aims to focus public attention on emerging 
issues which pose a threat to the freedom and privacy of Australians. The Foundation has led 
the fight to defend the right of individuals to control their personal information and to be 
free of excessive intrusions (www.privacy.org.au).  

COMM LAW (www.comlaw.gov.au) 

ComLaw has the most complete and up-to-date collection of Commonwealth legislation and 
includes notices from the Commonwealth Government Notices Gazette from 1 October 
2012. Here you will find, and can download for free, the latest versions of the complete 
Privacy Act 1988 and other related acts.  

Health Informatics Society of Australia 

The Health Informatics Society of Australia (HISA) (www.hisa.org.au) is Australia's oldest and 
largest health informatics and e-health organisation. As a not-for-profit membership 
organisation they: supports Australians working in e-health and health informatics through 
education and professional development; advocates for e-health and health informatics at a 
national level; provides members with networking and career opportunities; produces world 
class health informatics conferences to further the profession of health informatics. 

HISA supports a special interest group on Privacy. They produce the publication ‘Australian 
guidelines on the Protection of Health Information’ that is a definitive guide on matters of 
confidentiality, privacy and security relating to Australian health information. 

Health Information Management Association of Australia Limited 

The Health Information Management Association of Australia Ltd (HIMAA) is the peak 
professional body for health information management (HIM) professionals in Australia. It 
has been serving the health information management profession since 1949 
(www.himaa2.org.au).  

International Association for privacy Professionals ANZ. 

The iappANZ is the pre-eminent forum for privacy professionals in Australia and New 
Zealand. They are affiliated with the International Association of Privacy Professionals (IAPP) 
which is the largest privacy body at the global level with a membership approaching 20,000. 
They work with public and private entities across all industry sectors in Australia and New 
Zealand as well as the Privacy Commissioners in both Australia and New Zealand 
(www.iappanz.org).    
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Office of the Australian Information Commission 

At the time of writing there is a government agency that handles laws associated with 
information called the Office of the Australian Information Commissioner 
(www.oaic.gov.au). Currently this agency is responsible for oversight of the Privacy Act and 
the Freedom of Information Act. Within this agency is the Privacy Commissioner responsible 
for providing guidelines on privacy laws and handling complaints when the APPs have been 
breached. The government has plans to separate these agencies. In either case the privacy 
commissioner is the appropriate agency for issues dealing with privacy policies and can be 
located at www.privacy.gov.au. Here you will find a wealth of information on privacy issues 
including the APP guidelines.  
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4.3 HELP-ME - Privacy consultancy 

PeterCroll.com provides an Expert Consultancy Service to tackle many of the challenging problems 
faced by today’s industries who need Trustworthy IT Solutions. Dr Peter Croll has over 30 years’ of 
experience with industrial IT applications. Together with his associates, he will ensure you minimise 
the many risks faced when adopting new technologies. 

We can help your organisation: 

 understand complex IT problems 
 ensure your system are Privacy and Security compliant 
 assist with ground breaking research programs 
 minimise the risks associated with new ventures 
 produce managerial or technical reports 
 deliver pragmatic workshops and presentations to your staff 
 help develop your IT tenders 

We look forward to having a no obligation discussion over the many ways forward to ensure 
dependable solutions to your IT problems. You are welcome to make contact at any time.  

Email: enquiries@petercroll.com 

Peter Croll [ABN 56 846 794 985] (www.petercroll.com)  

A Better Life through Information and Communication Technologies® 
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4.4  HELP-ME - Bibliography of key terms 

The following bibliography is provided to assist businesses in understanding the key terms found in 
this eBook. More specific and more detailed definitions are provided by the government under their 
guidelines for APP compliance, see HELP-ME – External links.  

The definitions provided here have been intentionally kept concise as possible to assist the busy 
reader. 

Australian Privacy 
Principles (APPs) 

13 principles that specify the way that business and agencies should behave in 
terms of privacy protection. They form part of the Commonwealth Privacy Act 1988 
after its amendment on 12 March 2014. Note that, the new APPs replace the 
previous 10 National Privacy Principles and the 12 Information Privacy Principles 
that did previously apply to businesses and government agencies respectively.  

Authorised/ 
Required by law  

When a commonwealth or State law demands an action or one has been instigated 
by the issuing of a court or tribunal order or equivalent.  

Cloud storage  The provision of online data storage by third party companies who offer this as a 
service. Cloud storage may be a paid for, or a free service, accessible via the 
Internet and will often reside on overseas data base servers. 

Commonwealth 
Privacy Act 1988  

The federal law that covers privacy protection. Schedule 1 of the Privacy 
Amendment (Enhancing Privacy Protection) Act 2012 modifies the Privacy Act 1988 
to now include the 13 Australian Privacy Principles (APPs). For the latest versions of 
these Acts visit the ComLaw website: www.comlaw.gov.au.  

De-identified  Information is considered to be de-identified when all the readily identifiable 
personal information has been removed, e.g. name, address, phone, age, etc. Note 
that, once information has been de-identified it should be very difficult to re-
identify the person to which the information relates (even by linking it with other 
information that can be reasonable obtained such as the voting register). 

Disclosure  Providing personal information your company holds to other companies, agencies, 
organisations or individuals. 

Encryption  The scrambling of text such that the information can only be read if you know, or 
discover, the key or password used. 

Entity  Refers to either an agency or organisation (which can be: an individual; a body 
corporate; a partnership; any other unincorporated association, or a trust unless it 
is a: small business operator, registered political party, State or Territory authority 
or a prescribed instrumentality of a State) 

Explicit consent  An individual provides explicit consent when they agree (usually by signing an 
agreement or clicking a box on a web page) to allow some or all of the personal 
information they have supplied from being used for a specific purpose, for example, 
use of their health data in a medical research project.  

Freedom of 
Information (FOI) 
Act 1982  

A federal act that allows individuals to request access to, and possibly modify 
where appropriate, documents held by Australian Government ministers and most 
agencies. 

Health Service 
provider  

Health includes physical, emotional, psychological and mental health. Health 
service providers: assess, record, maintain or improve a person’s health; diagnose 
or treat a person’s illness or disability; or dispense on prescription a drug or 
medicinal preparation by a pharmacist.  

Indirect collection  Refers to the collection of personal information that has not been supplied directly 
by the person to whom it relates. 

Kinds of 
information  

The privacy policy may list personal information holdings as ‘contact details’, 
‘employment history’, ‘educational qualifications’, ‘complaint details’, etc. 
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Layered approach  A means of providing a condensed version that outlining the key information from 
the complete policy. It should include direct links to the more detailed information 
in the complete policy, see: HOW do I make a layered version for the web? 

Overseas  Any country outside of Australian jurisdiction and its laws. Also referred to as 
‘cross-border’ in the APPs. 

Personal 
Information  

Any information from which a person can be reasonably identified. To include their 
name, sex, date of birth, address, etc. also a mobile phone number or email 
address. If information allows somebody to be identified by readily combining with 
other information, then this also needs to be regarded as personal information.  

Privacy breach  The unintentional disclose of personal information to persons that are not 
authorised. Normally a privacy breach refers to the hacking of a database or 
website by adversaries acting in a criminal manner. It can also refer to 
unintentional disclosure due to poor information handling to include the discarding 
of hard disks or paper based records to insecure or public locations, e.g. discarded 
personal records dumped in a rubbish skip. Staff reading or disclosing personal 
records that are not part of their workload can also be considered as a breach. 

Privacy by design  An approach when developing a new product or service to ensure that privacy 
protections have been embedded into all the design stages rather than being added 
on as an afterthought.  

Privacy Impact 
Assessment (PIA)  

A systematic study of an organisation, or a project within that organisation, that 
will determine the impact on privacy. In short, it maps all the information flows, 
provides risk assessments, checks APP compliance and provides management with 
recommendations to minimise current and ongoing privacy risks.  

Privacy Policy  A formal document, as specified under the Australian Privacy Principle APP-1., that 
outlines to the reader the way that an entity collects, holds, uses and discloses an 
individual’s personal information. 

Pseudonym  A name an individual chooses to use, which is not their usual name, which will 
prevent them from easily being identified. 

Purchased lists  The buying of personal information that has been collected by another company 
and supplied to your company as a product.  

Reasonable or 
Reasonably  

An expression used in the APPs and associated guidelines, which is not formally 
defined, but refers to the normal use of the term ‘reasonable’ for a given set of 
circumstances. For example, for a small business, it may not be reasonable to 
employ a full-time privacy officer, but they can reasonably assign this task as part of 
the workload of a senior staff member. 

Reasonable steps  Taking ‘reasonable steps’ or the ‘reasonable steps test’ are expressions used on the 
APP and associated guidelines that refer to when an entity has acted reasonably 
under given circumstances. The entity may need to demonstrate it behaved 
reasonably. For a small to medium businesses this will depend on the resources it 
has, or could reasonably make, available. For example, a small business could not 
reasonably provide the security protection measures employed by large banks but 
they can provide, through third-party suppliers, adequate security to minimise the 
risks of privacy breaches to acceptable levels.  

Registered binding 
APP code  

A legally binding code that is associated with the Privacy Act, typically applied to 
protect the privacy associated with a given a class of industry, for example, financial 
institutes or telecommunication companies. They may have specific clauses to help 
strengthen the act for that given industry sector. 

Response times  The total amount of time a business will take to respond to a query or complaint, 
usually stated in days or business days. This will normally be from when they 
receive a query or complaint to when they dispatch the answer as dated in the 
reply letter. A maximum of 30 consecutive days is considered reasonable by the 
Australian government. 
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RFID tags  Radio Frequency Identification Tags (RFID) are widely used now in products to 
provide identification codes on items of shopping. They provide this information 
wirelessly (i.e. they do not need physical contact) when the tag is close to an RFID 
reader. Australian banks now make wide use of them with their PayWave service, 
road tolls pick up RFID tags in cars and the new Australian electronic passports also 
contain these tags. The information can be encrypted to strengthen privacy 
concerns but these protections are not necessarily infallible to an adversary with 
expert knowledge. RFID tags can be shielded from eavesdropping by storing in 
appropriate metal containers. 

Sensitive 
information  

Any personal information or opinion that relates to an individual’s health, race or 
ethnic origin, political opinions or political memberships, religious or philosophical 
beliefs or affiliations; trade union or professional membership; sexual preferences 
or practices, or criminal record. 

Vulnerable people  Anyone who is likely to need assistance in protecting their privacy interests to 
include children, disable persons and the elderly. 

Web cookies  Small pieces of software code that are delivered to your computer via Internet 
browsers when you visit a web site. They can store information that you have 
provided to a particular web page (which is often personal information) and can 
report back this information to the company that owns the web page, or to others. 
They are useful for Internet shopping, for example, as they remember your details 
and purchases but they can be privacy invasive as they can inform others 
information such as which sites you recently visited and your location details, etc. 
Individuals have some control over the use/misuse of web cookies by changing 
settings in their web browsers and also via the virus/malware software they use. 
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APPENDIX OF ADDITIONAL RESOURCES 

Please Note: The rest of this eBook is accessed via hyperlinks 
throughout the text and is not designed for reading independently. 
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Definitions of Personal Information for Q1: 

 

Click here to return and answer Q1 of the questionnaire 

FULL DEFINITION: 

The formal definition is "any information from which a person can be reasonably identified". This will 
include their name, sex, date of birth, address, etc. It should be noted that there are many other 
identifiers that can be used to work out who the information belongs to, for example, a mobile 
phone number or email address. If information allows somebody to be identified by readily 
combining other information, for example an occupation together with a postcode, then this also 
needs to be regarded as personal information.  

Note that the Privacy Act covers any information you intentionally collect, you discover, is passed to 
you or you pass on to others. This can be by either by word and mouth, by paper or electronic means 
and it includes opinions as well as established facts.  

If this description above of personal information applies to any information collected, held or 
managed in your company (noting the exception below) then answer Q1 as 'YES'. 

Note that: you will be exempted if you ONLY collect and manage essential employee information 
about your staff and ONLY for employment purposes, in which case answer Q1 as 'NO'. 

Click here to return and answer Q1 of the questionnaire 
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Definitions of a business for Q2: 

 

Click here to return and answer Q2 of the questionnaire 

FULL DEFINITION: 

A business here means a legal business structure and unincorporated associations.  

The four main types of business structures are: 

• Sole trader: an individual trading on their own 
• Partnership: an association of people or entities running a business together, but not as a 

company 
• Trust: an entity that holds property or income for the benefit of others 
• Company: a legal entity separate from its shareholders. 

For more details see Business Structures and Types 

If any of these structures apply to your business then answer ‘YES’. 

Some business are excluded such as: state run corporations, political parties or media organisations 
for which the answer is 'NO' (when this applies, it is advisable to check with the Privacy Act for actual 
exemptions). 

If you are simply an individual acting in a private or domestic capacity then select 'NO'. 

Click here to return and answer Q2 of the questionnaire 
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Definitions of Annual Turnover for Q3: 

 

Click here to return and answer Q3 

FULL DEFINITION 

Annual turnover for the Privacy Act includes all income from all sources. Annual turnover does not 
include assets held by the business, capital gains or proceeds of capital sales. 

The income reported on the PAYG income tax instalment section of your BAS or IAS over a year will 
give a good estimate of annual turnover for the Privacy Act for some but not all businesses. 

For example, the BAS or IAS figure will not be a good estimate of annual turnover for the Privacy Act 
for: superannuation or life insurance or approved deposit funds; not-for-profit bodies; or a business 
that is part of a GST group, or is notionally divided into a GST group for taxation purposes. 

Annual turnover of a business for a financial year is the total of the following items earned in the 
year in the course of the business: 

(a) the proceeds of sales of goods and/or services; 
(b) commission income; 
(c) repair and service income; 
(d) rent, lease and hiring income; 
(e) government bounties and subsidies; 
(f) interest, royalties and dividends; 
(g) other operating income. 

If the total above is greater than $3million you should answer 'YES'. 

Annual turnover of a full or part year 

Businesses that have been operating for more than one year should calculate their annual turnover 
on the previous financial year. 

If a business was not operating in the previous financial year it needs to make a projection of full 
year annual turnover based on the total income to date and the amount of time it has been 
operating.  

If your total annual income (or for a part year your projected income) is definitely going to be less 
than $3 million then answer 'NO'. 

Click here to return and answer Q3 
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Definitions of Health Service Provider for Q4: 

 

Click here to return to and answer Q4 

FULL DEFINITION 

Health includes physical, emotional, psychological and mental health.  

Health service providers: assess, record, maintain or improve a person’s health; diagnose or treat a 
person’s illness or disability; or dispense on prescription a drug or medicinal preparation by a 
pharmacist.  

If this description above of health service provider applies then answer Q4 as 'YES'. 

If you are confident that the above does not apply to your business (it is always advisable to check 
with the Privacy Act if you are unsure) then answer Q4 as 'NO'. 

Click here to return to and answer Q4 
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Definitions of Body Corporate for Q5: 

 

Click here to return and answer Q5 

FULL DEFINITION 

Related body corporate as defined by Section 50 of the Corporations Act 2001.  

That is, companies might be related where they are a holding company or they are a subsidiary of 
another body corporate.  

If the description above applies then answer Q5 as 'YES'. 

If this does not apply to your business than answer Q5 as 'NO'. 

Click here to return and answer Q5 

  

CORPORATIONS ACT 2001 - SECT 50 

Related bodies corporate 

                   Where a body corporate is: 

                     (a)  a holding company of another body corporate; or 

                     (b)  a subsidiary of another body corporate; or 

                     (c)  a subsidiary of a holding company of another body corporate; 

the first-mentioned body and the other body are related to each other. 
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Definitions of Residential Tenancy Database for Q6: 

 

Click here to return and answer Q6 

FULL DEFINITION 

The Privacy (Private Sector) Amendment Regulations 2007 (No.3) state that a residential tenancy 
database means a database: 

a) that stores personal information in relation to an individual’s occupation of residential 
premises as a tenant; and 

b) that can be accessed by a person other than the operator of the database or a person acting 
for the operator.  

If this description above applies to your business then answer Q6 as 'YES'. 

If it does not then answer Q1 as 'NO'. 

Click here to return and answer Q6 
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Definitions of Contracts with the Commonwealth Government for Q7: 

 

Click here to return and answer Q7 

FULL DEFINITION 

If your business provides services to Commonwealth agencies under a contract or a subcontract, 
then answer Q7 as ‘YES’. 

Note: if you are a private sector contractor that provides services under contracts with State or 
Territory governments but not to the Commonwealth then you should answer Q7 as 'NO'; but be 
aware that the State or Territory governments may have their own specific requirements.  

Click here to return and answer Q7 
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Definitions of Anti-Money Laundering and Counter Terrorism for Q8: 

 

Click here to return and answer Q8 

FULL DEFINITION 

If your business has to report under the Anti-Money Laundering and Counter Terrorism Financing 
Act 2006 (AML/CTF Act) then answer Q8 as 'YES'. 

 
If this description above of personal information applies to any information collected, held or 
managed in your company (noting the exception below) then answer Q1 as 'YES'. 

Only if none of the above apply to your business than answer Q8 as 'NO'. 

Click here to return and answer Q8 

  

Note that: a wide range of financial institutions, e.g. Banks, Building Societies, Credit Unions, etc. 
are included plus if your business provides loans, hire purchase, credit, a cheque, postal order, 
securities, etc. and if it exchanges money, provides safe deposits, prepare payrolls for others as a 
service, provides life insurance, superannuations (not self-funded), pensions; or your business 
deals with Bullion or it is in the gambling services industries. Check to determine if your business is 
part of the 'Designated Services' as defined by the AML/CFT Act. 
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Definitions of Trade in Personal Information for Q9: 

 

Click here to return and answer Q9 

FULL DEFINITION 

If your business collects or discloses an individual’s personal information for a “benefit, service or 
advantage”, for example you buy or sell a list of personal information for income, concessions or 
some other return then answer Q9 as 'YES'.  

Note that: this can in some circumstances include the sale of the assets of a business that includes 
personal information. Refer to: http://www.oaic.gov.au/privacy/privacy-topics/business-and-small-
business/ 

If you are confident that none of the above applies to your business then answer Q9 as 'NO'. 

Click here to return and answer Q9 
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Definitions of Having Consent for Q10: 

Click here to return and answer Q10 

FULL DEFINITION 

Consent is when an individual agrees to their personal information being shared for a given purpose. 
You may, for example, have asked them to complete a consent form or they may have ticked a box 
stating they agree to share their personal information under your terms and conditions.  

Consent can also be implied when it is impractical to obtain it directly or if it is considered 
reasonable that the individual would expect their personal information to be used in this way. Your 
business should take care though, because implied consent is only for special circumstances.  

The fact they are giving consent must be obvious and clear to the individuals concerned. Consent 
must not be obtained by deceitful means, e.g. buried in the small print or stated on a different 
document. Individuals can, at any time, withdraw their consent and a compliant business must 
provide for this. 

Any of the above methods must comply with the spirit of the law and not be used simply to avoid 
getting consent explicitly and directly from the individuals concerned. 

If you obtained the full consent of the individuals concerned then answer Q10 as 'YES'. 

If you are not confident that all the individuals concerned gave consent as defined above than 
answer Q10 as 'NO'. 

Click here to return and answer Q10 
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Definitions of Required or Authorised by Law for Q11: 

 

Click here to return and answer Q11 

FULL DEFINITION 

If your business collect or provide personal information for a benefit, service or advantage that was 
required or authorised by law. This could be a commonwealth law or a court order, etc. 

If this applies then answer Q11 as 'YES'. 

If you are confident this does not apply then answer Q11 as 'NO'. 

Click here to return and answer Q11 
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Questionnaire to determine when businesses must have a 
privacy policy 
 
Q1. Do you collect or handle any Personal Information? 
 

YES – click here  NO – click here  

 

SIMPLE DEFINITION: 

Personal Information is ANY information that identifies a person (note that personal information 
that is ONLY used for employment purposes such as payroll may be exempted). 

UNSURE – click here for full definition 
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Q2. Are you operating as a business? 
 

YES NO 

 

SIMPLE DEFINITION: 

Generally, if you have a legal business structure but not when your business is a hobby. 

UNSURE – click here for full definition 
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Q3. Does this business have an annual turnover of greater than AU$3 Million? 
 

YES NO 

 

SIMPLE DEFINITION: 

Turnover is your business INCOME from all sources. 

UNSURE – click here for full definition 
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Q4. Are you a Health Service provider? 
 

YES NO 

 

SIMPLE DEFINITION: 

Generally, if your business needs to keep personal health records. 

UNSURE – click here for full definition 
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Q5. Is your business related to a Body Corporate to which the Privacy Act applies? 
 

YES NO 

SIMPLE DEFINITION: 

As defined by the Corporations Act 2001. 

UNSURE – click here for full definition 
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Q6. Do you operate a Residential Tenancy database? 
 

YES NO 

 

SIMPLE DEFINITION: 

A database with personal information relating to tenants. 

 UNSURE – click here for full definition 
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Q7. Do you have any contracts with the commonwealth government? 
 

YES NO 

 

SIMPLE DEFINITION: 

If your business has contracts with any commonwealth agencies. 

UNSURE – click here for full definition 
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Q8. Do you have to report under the Anti-Money Laundering and Counter 
Terrorism Finance Act 2006? 
 

YES NO 

 

SIMPLE DEFINITION: 

Generally, any business dealing with financial services. 

UNSURE – click here for full definition 
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Q9. Do you trade in personal information from which you gained a benefit? 
 

YES NO 

 

SIMPLE DEFINITION: 

Your business gained some benefit from trading in personal information. 

UNSURE – click here for full definition 
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Q10. Did you have the consent of all the individuals concerned when trading in 
personal information? 
 

YES NO 

 

SIMPLE DEFINITION: 

If everyone you hold personal information about agree by filling in a consent form or equivalent. 

UNSURE – click here for full definition 
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Q11. Although you did not have the consent from all the individuals concerned 
when trading in personal information, was this trade in personal information 
required or authorised by law? 
 

YES NO  

SIMPLE DEFINITION: 

If a law or a court order was applied. 

UNSURE – click here for full definition 
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A Privacy Policy IS NOT required 
After answering the questions you arrived here because your business is exempt from complying 
with the Privacy Act 1988. Hence, you DO NOT need to have a privacy policy.  

Even if you find out the law doesn't requires you to have a privacy policy, these guidelines will assist 
in composing a suitable policy that your customers will understand and respect.  

I would recommend all business have a privacy policy so that they can refer to it when asked by a 
customer what their policy is. You can always provide a one page statement that tells your 
customers how you handle their personal information.  

Note that three examples of complete Privacy Policies are given in this eBook under the section:  
WHAT are good examples you can show me? 

Click here to continue to the next section: WHAT do I need to know? 
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Yes, you DO NEED to have a Privacy Policy  

After answering the questions you arrived here because you are required to comply with the 
Commonwealth Privacy Act 1988. Hence, you DO NEED to have a privacy policy.  

You can provide a simple statements that tells your customers how you handle their personal 
information. A step by step guide will now tell you WHAT you need to know and HOW to go about 
this. 

Note that three examples of complete Privacy Policies are given in this eBook under the section:  
WHAT are good examples you can show me? 

 

Click here to continue to the next section: WHAT do I need to know? 
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About this eBook’s simple structure 

Aimed at the busy professional, these HELP-ME series of eBooks will provide you with exactly what 
you need to know, and no more. They follow a simple structure that allows you to navigate easily 
and find meaningful explanations at every step.  

These HELP-ME eBooks have been designed to ensure you get rapid answers to your specific needs. 
They are not a Teach Me series to educate you on the whole topic. For example, as soon as it has 
been determined that the law requires you to have a privacy policy you are taken straight to:  
WHAT do I need to know? There is, therefore, no need to trawl through all the legal aspects and 
possible business exceptions when they don't necessarily apply to you.  

Click here to return to the: Introduction 

  

The simple structure of the HELP-ME eBooks follow four themes: 

1) WHO does this apply to? 
2) WHAT do I need to know? 
3) HOW do I go about this? 
4) HELP-ME with more information. 

You can jump to the appropriate section at any time using the Hyperlinks provided at the top 
and bottom of each page. Please note that:  

Hyperlinks, which are all underlined, take you to brief explanations OR on to the next step.  

In Adobe reader if you want to go back after clicking a Hyperlink, then use ‘ALT plus ’ 
(i.e. press and hold ALT key then the Back-arrow key) for Mac use: ‘ plus ’. 

 will open the embedded PDF files for accessing the Check-lists and Templates.  
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An example sentence in a privacy policy that is clear compared with an unnecessarily 
confusing one. 

An example of a clear simple sentence on a privacy policy might be: 

Whereas, a poor example of an unnecessarily confusing statement which is aimed at protecting your 
company rather than your customer’s privacy interests might read:  

 

Click here to return to: WHAT should the wording be like? 

 

  

In order that we can safely deliver our perishable products we will collect, in addition to your 
name and delivery address, a daytime phone number and times you are likely to be home.  

Company policy on the delivery of perishable products requires personal details, as 
designated by the enquiry form(s), supplied by our company, or any of its subsidiaries 
working on our behalf, and logistics suppliers of our choosing, to include your availability 
and those of anyone accepting the delivery, notwithstanding any changes subsequently 
brought about by policy updates, and that having placed an order(s) customers agree to be 
bound by these provisions. 
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A table showing typical lengths for privacy policies 

Examples of typical lengths for a privacy policy: 

Length Type Content 
0.5 Page Summary Only A brief summary only that covers the main issues (it should tell your 

customers where they can locate the complete policy).   
2 page Brief Policy A complete policy that covers all the key points, typical for when your 

business has only very basic needs for collecting personal information. 
4 pages Concise Policy A complete policy that covers all the key points for a typical small to 

medium business that collects necessary personal information but not 
sensitive information. 

6 pages Full Policy A complete policy that covers all the key points for a typical business 
requiring more detail, e.g. when sensitive information is collected such as 
a Healthcare provider.  

10 pages Detailed Policy A complete policy that details all the key points for a business that has 
special needs in terms of sensitive information and/or special storage 
requirements (including off-shore) or special reporting requirements that 
would not be obvious to your customers. 

More than 
10 pages 

Very detailed 
Policy 

It is unlikely that a privacy policy would ever need to be longer than 10 
pages. It is better that your customers are referred to a person in the 
business who acts as the Privacy Officer who can answer more detailed 
enquiries when necessary.  

 
Click here to return to: WHAT length should it be? 
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Key points on keeping your privacy policy short and to the point 

The key thing about for keeping your privacy policy short and to the point is to try to accurately 
summarise wherever possible and avoid unnecessary details.  

Also, try to avoid ‘over summarising’ and making things too obscure. For example, in your policy it is 
not appropriate to simply state: ‘relevant personal details are collected’. 

Click here to return to: WHAT length should it be? 

   

When doing this consider: 

• What is already obvious to your customer, e.g. delivery address for postage? 
• What the customer may already know, i.e. have they been asked to fill in a form? 
• What is considered common knowledge across your type of business or services?  

Remember that there will be some essential information required by law. When summarising do 
not leave these points out (this is covered in:  WHAT exactly should my privacy policy contain?).  
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A table summarising what your privacy policy should contain 

To be legally compliant, a privacy policy must include the following topics: 

TOPIC DESCRIPTION  EXAMPLES 
Kinds of 
information? 

Personal information that identifies 
an individual which can take many 
different forms from demographic to 
physical and social. Some is regarded 
as sensitive information, e.g. health. 

Contact details; Phone numbers; ID numbers; 
Age; Sex; Health records; Criminal records; 
Payment details; Location coordinates; Web 
searches, etc. 

How you collect 
it? 

The method by which you derive the 
information  

Phone; Email; Web forms; Surveys; Mailing 
lists; Electronic tags; Purchased lists, etc. 

How you hold it? The medium that you store the 
information on, how securely and 
with whom, which countries 

Paper copies; Database; Cloud storage 
overseas; Mobile devices; Encrypted; Third 
party services; Locked building, etc. 

The purpose? The purposes why your business 
collects, holds, uses and discloses 
personal information 

Mailing list; Health records; Personnel records; 
Marketing; Sales; Research, etc.  

Access and 
correction 

How can individuals (such as your 
customers) access their personal 
information that you hold and, if 
necessary, ask for it to be corrected 

State they must request in writing; State that 
you will respond in 30 days or less; State how 
you will check their identity; State if you 
permit parents and carers access; State why if 
you don’t agree to make a correction, etc. 

Complaints How can individual make a complaint 
to, or about, you regarding privacy 
matters 

State they contact you first in writing; State 
that you will respond in 30 days or less; State 
what their next steps are if they are not happy 
with your response. 

Overseas 
disclosure 

Whether you are likely to disclose 
the information overseas and, if so, 
to which countries and why 

Head office in America; Suppliers in China; 
Social networking sites like Facebook, Google, 
etc. 

Included or 
Exempt 

Who, or what, is included or exempt 
from any personal information you 
manage 

No sensitive information collected; You collect 
from everyone? You may include vulnerable 
people, e.g. children? How and when can 
people can stay anonymous, if appropriate? 

Quality Assurance How you ensure your information is 
accurate and up-to-date 

Annual reminders to customers; Customers’ 
easy information access; Prompt updates 
when requested; Inform your third parties, etc. 

Availability and 
Changes 

How customers can access your 
policy and how changes to the policy 
will be advertised and updated 

Free on website; Supplied in PDF format; 
Changes email to customers; Changes 
advertised on your web-site; Date the policy. 

 
Click here to return to: WHAT exactly should my privacy policy contain? 
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Example of a two page ‘Brief Privacy Policy’ for businesses dealing with very little 
personal information 

PRIVACY POLICY             Version 1-1, January 2015 
About this policy 
This privacy policy outlines the personal information handling practices of SmallBus (ABN 56 846 794 985). The 
Privacy Act 1988 outlines the legal obligations for businesses that collect and handle personal information, in 
particular, any business bound by the Australian Privacy Principles (APPs) in the Act are required to have a 
privacy policy. If our information handling practices change we will update this privacy policy on our website.  

Overview 
We collect, hold, use and disclose personal information to carry out the activities of SmallBus. These include:  

• providing landscaping and mowing services  
• supply of landscaping and gardening materials 

Collection of your Personal Information 
At all times we only collect the information we need for the particular function or activity we are carrying out. 
The main way we collect personal information is when you give it to us, for example, we collect personal 
information such as contact details from our website, phone, email or when we visit you to provide a service.  

Anonymity (not supplying your real name) 
Where possible, we will allow you to interact with us anonymously or by using another name (also called a 
pseudonym). For example, if you contact our office with a general question about prices we will not ask for 
your name unless you decide to make an order or request a written quote. However, for most of our 
services we usually need your name and contact information for supplies and billing purposes.  
Indirect collection 
There are rare occasions where we might collect personal information indirectly. These include follow up 
on unpaid invoices, dealing with insurance or liability claims and other legal matters. We will always comply 
with the Privacy Act in such cases.  
Sensitive Information 
We do not normally need to collect any sensitive personal information such as health, race etc. (please 
refer to the Privacy Act for full definition of sensitive information). We may make a note if a customer does 
not speak English and we need the contact details of a person who can help translate. We may also make a 
note if we are told directly by the customer, or their carer, that they have a disability or other impairment 
that will affect the way we carry out our service. For example, they need the access ramps, gates or doors 
kept clear while landscaping is underway.  
Collection through our website and the Internet 
Our web site has a contacts page that requests personal information when you wish for our business to 
contact you. The web site also supplies our email address and phone contact details. The only compulsory 
field on the web site is a phone number for contacting you. This is automatically sent by email to us when 
you submit your details on the web. We do not record your details on the web site, nor do we use any 
cookies or other tracking devices. The web site supplier (web hosting company) will have tools to record 
the web traffic such as IP addresses, etc. and this is covered by their own privacy policies. The web site 
supplier we use is stated at the bottom of our web pages. We have no social networking sites associated 
with our business. We do not maintain any email lists of customers for publicity or marketing purposes. 

Disclosure of personal information 
We only disclose your personal information to others for the direct purpose of carrying out our business 
services as follows: 

Mailing information 
We may supply to other companies (i.e. third party suppliers) your name, mailing address and contact 
details that you have previously supplied to us. This is for the purpose of delivery of supplies only.  

Example Privacy Policy - PAGE 1 of 2  
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Sub-contractors 
We may make use of sub-contractors for the purpose of providing landscaping services. They will only be 
given the minimal personal information necessary for carrying out their service. Typically this will include 
name, address and contact details. No financial details are disclosed to our sub-contractors. We have signed 
agreements (MOUs) with all our third party suppliers (including mailing services) to help protect your 
privacy. 

Financial information 
We only disclose your personal financial information, such as credit card or bank account details, to 
authorised financial institutions for the purpose of payment of services or goods.  

Disclosure of sensitive information 
We only disclose your sensitive information for the purposes for which you gave it to us to ensure we can 
minimise any inconvenience when providing you a service either directly or through our subcontractors.  

Overseas 
We do not disclose your personal information to anyone overseas. All overseas supplies are shipped to our 
business first then mailed or delivered to you from Australia.  

Disclosure authorised by law  
With the exception of above, no information, including sensitive information, is disclosed to third parties 
except when authorised by law (e.g. a court order has been made).  

Quality of personal information  
We take all reasonable steps to ensure the quality of the personal information we have been supplied. This 
includes promptly updating records when informed directly by our customer and allowing them access to this 
information when they request it. 

Storage and security of personal information 
We take all reasonable steps to ensure the security of the personal information we hold. Our computing 
equipment has up-to-date protection from external threats and we review our security procedures on a 
regular basis. We engage third party IT specialist to ensure we are adequately protected from known risks. 
Hard copies of personal information are kept physically secure. We safely destroy all personal information 
once it is no longer required.  

Accessing and correcting your personal information 
You have the right to ask for access to personal information that we hold about you, and ask that we correct 
that personal information. You can ask for access or correction by contacting us and we will respond as soon as 
possible but no later than 30 days. If you ask, we will give you access to your personal information, and take 
reasonable steps to correct it if we consider it is incorrect. We will ask you to verify your identity before we 
give you access to your information or correct it, and we will try to make the process as simple as possible. If, 
in the unlikely case, we refuse to give you access to, or correct, your personal information, we will notify you in 
writing setting out the reasons. If we have provided incorrect information to others, we will inform them of 
the correction, unless there is a valid reason not to.  

Making a Complaint 
You should first complain to us in writing if you are unhappy about the way we handled your personal 
information. We will respond in writing as soon as possible, but no later than 30 days. If you are unhappy 
about how we handled the complaint you can take the complaint further. The Office of the Australian 
Information Commission (www.oaic.gov.au) provides advice on this.  

Contact Us 
In regard to any privacy concern you can contact us at: 

Phone:   Email:    Address:  

Example Privacy Policy - PAGE 2 of 2 
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Example of a four page ‘Concise Privacy Policy’ of a business dealing with some 
personal information for online services 

PRIVACY POLICY 

Version 1-1, January 2015 

About this policy 
This privacy policy outlines the personal information handling practices of MediumBus (ABN 56 846 
794 985). The Privacy Act 1988 outlines the legal obligations for businesses that collect and handle 
personal information, in particular, any business bound by the Australian Privacy Principles (APPs) in 
the Act are required to have a privacy policy. If our information handling practices change we will 
update this privacy policy on our website.  

Overview 
We collect, hold, use and disclose personal information to carry out the services of MediumBus.  

These include:  

• providing a consultancy service on Information Technology 
• providing educational services on Cyber Security 
• selling of eBooks and other published materials 
• communicating to our customers through social web sites. 

Collection of your Personal Information 
At all times we try to only collect the information we need for the particular function or activity we 
are carrying out. The main way we collect personal information about you is when you give it to us, 
for example, we collect personal information such as contact details from our website, by phone 
when you call us, by personal contact at business functions. On some occasions we may collect 
information you have supplied at business events or on your web sites.  

A limited amount of personal information may be collected when undertaking a consultancy service. 
This would only be information directly supplied by the organisation, with whom we have a 
consultancy contract that specifies our privacy practices. 

Anonymity (not supplying your real name) 
Where possible, we will allow you to interact with us anonymously or by using another name 
(also called a pseudonym). For example, if you contact our office with a general question 
about eBook prices we will not ask for your name unless you decide to make an order or 
request a written quote. However, for most of our activities we usually need your name, 
contact information and related details for sales, services and financial purposes. 

Indirect collection 
In general, personal information will only be indirectly collected when it is publicly available 
information you have supplied though literature or on your web sites for the purpose of 
securing new business opportunities.  

The other rare occasions where we might collect personal information indirectly include 
follow up on unpaid invoices, dealing with insurance or liability claims and other legal 
matters. In such cases, we will always comply with the Privacy Act.  

Example Privacy Policy - PAGE 1 of 4  
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Sensitive Information 
We do not normally need to collect any sensitive personal information such as health, race, 
political opinion, etc. (please refer to the Privacy Act for full definition of sensitive 
information). The exception is when we undertake a consultancy service for an organisation 
that holds sensitive data. The contract for the consultancy will specify our privacy practices 
that aims to minimise our exposure to sensitive information and how we will ensure 
confidentiality if any sensitive information is disclosed. 

Collection through our website and the Internet 
We collect personal information on our web site (www.MediumBus101.com.au) for the 
purpose of eBook sales and consultancy enquiries. We also maintain a blog and utilise social 
networking sites such as Twitter and Facebook. Where our websites allow you to make 
comments or give feedback we collect your email address and sometimes other contact 
details. We may use your email address to respond to your feedback. We store this personal 
information on servers located in Australia.  

We make use a small range of tools provided by third parties to collect or view website 
traffic information, these include Google, Bing and our web hosting company NetRegistry. 
These sites have their own privacy policies. We also use cookies and session tools to improve 
your experience when accessing our websites. The information collected by these tools may 
include the IP address of the device you are using and information about sites that IP 
address has come from, the pages accessed on our site and the next site visited. We use the 
information to maintain, secure and improve our websites and to enhance your experience 
when using them.  

On our social networking sites we may collect your email and, if you provide it, other contact 
details when you subscribe to our email lists. We only use this information for the purpose 
of sending you regular updates on the activities of MediumBus, and to administer the lists. 

We uses Adobe’s online form service to enable you to make a purchase or enquiry online. 
When you submit one of these forms it is sent to an Australian location managed by eDocx 
(Electronic Document Exchange Service) where it is encrypted and stored in a secure 
environment until we download it. Once we download the form, it is deleted from that 
location. 

Disclosure of personal information 

We only disclose your personal information to others for the direct purpose of carrying out our 
business services as follows: 

Mailing information 
We may supply to other companies (i.e. third party suppliers) your name, mailing address 
and contact details that you have previously supplied to us. This is for the purpose of 
delivery of supplies only.  

Sub-contractors 
We may make use of sub-contractors for the purpose of providing consultancy services and 
eBook sales. They will only be given the minimal personal information necessary for carrying 
out their service. Typically this will include name, address and contact details. No financial 
details are disclosed to our sub-contractors. We have signed agreements (MOUs) with all our 
third party suppliers (including mailing services) to help protect your privacy. 

Example Privacy Policy - PAGE 2 of 4  
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Financial information 
We only disclose your personal financial information, such as credit card or bank account 
details, to authorised financial institutions for the purpose of payment of services or goods.  

Disclosure of sensitive information 
We do not normally disclose any sensitive information. In the rare case we do disclose your 
sensitive information it will only be for the purposes for which you gave it to us, for example, 
if you have a disability making reading eBooks challenging. This will only be to ensure that 
we can minimise any inconvenience when providing you a service either directly or through 
our subcontractors.  

Overseas 
Generally we only disclose personal information overseas so that we can properly handle an 
enquiry.  
For example, if: 

• You as the customer are based overseas 
• Our subcontractors have overseas offices 
• Our internet services that provide website traffic analysis information are based 

overseas 
• The social network services we use have their servers based overseas 

When you communicate with us through a social network service such as Facebook or 
Twitter, the social network provider and its partners will typically collect and hold your 
personal information overseas. With the exception of the above, all personal information we 
collect and hold are kept on secure Australian servers. 

Disclosure authorised by law  
With the exception of the disclosures mentioned above, no information, including sensitive 
information, is disclosed to third parties except when authorised by law (e.g. a court order 
has been made).  

Quality of personal information  

We take all reasonable steps to ensure the quality of the personal information we have been 
supplied. This includes promptly updating records when informed directly by our customer and 
allowing them access to this information when they request it. We send out annual reminders by 
email to our customers reminding them to check their details and update them as required.  

Furthermore, we record all personal information in a consistent format. We periodically audit our 
customer data to ensure completeness and integrity (i.e. accuracy). We check the quality of any 
personal information before we disclose it.  

Storage and security of personal information 

We take all reasonable steps to ensure the security of the personal information we hold. Our 
computing equipment has up-to-date protection from external threats and we review our security 
procedures on a regular basis.  

We engage third party IT security specialist to ensure we are adequately protected from known 
risks. We keep a record (audit trail) of when someone has added, changed or deleted personal 
information held in our electronic databases. Electronic copies of our customer database is securely 
kept and password protected (i.e. encrypted) on Australian based servers.  

Example Privacy Policy - PAGE 3 of 4  
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Hard copies of all personal information and backup copies of electronic information are kept 
physically secure from theft and intrusion.  

Customer information for eBooks will be deleted on request or after seven years of no activity. We 
safely destroy all personal information once it is no longer required.  

Accessing and correcting your personal information 

You have the right to ask for access to personal information that we hold about you, and ask that we 
correct that personal information. You can ask for access or correction by contacting us and we will 
respond as soon as possible but no later than 30 days. If you ask, we will give you access to your 
personal information, and if permitted by law we will take reasonable steps to correct it if we 
consider it is incorrect. We will ask you to verify your identity before we give you access to your 
information or correct it, and we will try to make the process as simple as possible.  

If, in the unlikely case, we refuse to give you access to, or correct, your personal information, we will 
notify you in writing setting out the reasons. We will inform you in writing of the reason for not 
correcting the information. You may request that we keep both the original information together 
with your request for change.  

If we have provided incorrect information to others, we will inform them of the correction as soon as 
possible, unless there is a valid reason not to. 

Making a Complaint 

You are entitled to make a complaint if you are unhappy about the way we handled your personal 
information. You should first complain to us in writing. We will inform you that we have received the 
complaint, then we will respond in writing to let you know the outcome of the complaint. All 
complaints will be assessed by a senior staff member who will decide if the complaint needs 
investigating further. We will respond as soon as possible, but no later than 30 days after we have 
received it.  

If you are unhappy about how we handled the complaint you are entitled to take the complaint 
further. The Office of the Australian Information Commission (www.oaic.gov.au) provides advice on 
this.  

Contact Us 

In regard to any privacy concern you can contact us at: 

Phone:    

Fax: 

Email:   

Postal Address:  

Example Privacy Policy - PAGE 4 of 4 
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Example of a six page ‘Full Privacy Policy’ for a business with dealing with some 
sensitive personal health information 

PRIVACY POLICY 

Version 1-1, January 2015 

About this policy 

This privacy policy outlines the personal information handling practices of HealthBus (ABN 56 846 
794 985). The Privacy Act 1988 outlines the legal obligations for businesses that collect and handle 
personal information, in particular, any business bound by the Australian Privacy Principles (APPs) in 
the Act are required to have a privacy policy. If our information handling practices change we will 
update this privacy policy on our website.  

Overview 

We collect, hold, use and disclose personal information to carry out the different services of 
HealthBus.  

These include the provision of:  

• a first responders health service 
• health cards 
• group leaders summaries 
• a secure health database for organisations and businesses 

Collection of your Personal Information 

At all times we try to only collect the information we need for the particular function or activity we 
are carrying out. The main way we collect personal information about you is when you give it to us, 
for example, we collect personal information through our website, by phone when you call us or by 
personal contact at business events and trade shows.  

Anonymity (not supplying your real name) 
Where possible, we will allow you to interact with us anonymously or by using another name 
(also called a pseudonym). For example, if you contact our office with a general question 
about our business activities will not ask for your name until you decide to proceed to take 
up our services. However, for most of our activities, to include provision of our first response 
services, we usually need your name, your contact information and your health related 
details. We may also need the same details when registering your child, or another person 
you care for.  

Indirect collection 
Generally, we only collect information when it has been supplied directly by you, by your 
organisation or by your business. Personal information, including sensitive information, may 
be indirectly collected when supplied by a parent, guardian or carer. 

The other rare occasions where we might collect personal information indirectly include 
follow up on unpaid invoices, dealing with insurance or liability claims and other legal 
matters. In such cases, we will always comply with the Privacy Act.  
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Sensitive Information 
To provide our first response service we need to collect your personal health data. Such 
information is regarded as sensitive information and we make special provisions to ensure 
privacy and confidentiality of this information. You, or the parent, guardian or carer, must 
give us prior consent to the collection of sensitive information. This can be either in writing 
with a signature or by clicking on the box that states you accept the consent conditions as 
stated on our website. 

The sensitive information we collect includes: 

• Any allergies you have 
• Any disabilities you have 
• A summary of your medical history  
• Medication you currently take 
• Whether you have a history of fits or seizures 
• If you have had a heart attack or suffer from high blood pressure or have had a 

stroke 
• If you normally wear glasses or contact lenses 
• If you undertake higher physical risk sporting activities (e.g. risk of concussion) 
• Your emergency contact person(s) 
• Your access PIN for entering a property or obtaining an entry key 
• Your religious beliefs relating to healthcare (for example, if you are a Jehovah's 

Witnesses not wishing to accept a blood transfusion) 
• Any other personal health information you wish to share with us that relates to the 

provision of first response services 

Collection through our website and the Internet 
We collect personal information on our web site (www.HeathBusWeb.com.au) for the 
purpose of disclosing to a first responder or group leader. We also maintain a blog and 
utilise social networking sites such as Twitter and Facebook. Where our websites allow you 
to make comments or give feedback we collect your email address and sometimes other 
contact details. We may use your email address to respond to your feedback. We store this 
personal information on servers located in Australia. 

We make use a small range of tools provided by third parties to collect or view website 
traffic information, these include Google, Bing and our web hosting company NetRegistry. 
These sites have their own privacy policies. We also use cookies and session tools to improve 
your experience when accessing our websites. The information collected by these tools may 
include the IP address of the device you are using and information about sites that IP 
address has come from, the pages accessed on our site and the next site visited. We use the 
information to maintain, secure and improve our websites and to enhance your experience 
when using them.  

On our social networking sites we may collect your email and, if you provide it, other contact 
details when you subscribe to our email lists. We only use this information for the purpose 
of sending you regular updates on the activities of HealthBus, and to administer the lists. 
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We uses Adobe’s online form service to enable you provide health related information for 
our heath response service and the production of our health cards. When you submit one of 
these forms it is encrypted and stored in a secure environment until we download it. Once 
we download the form, it is deleted from that location. Communications between your 
computer (including tablets and mobile phones) and our servers uses a secure messaging 
service to minimise the risk of others reading your information in transit. Customers are 
responsible for maintaining their own appropriate security measures as detailed in the 
Security section below.  

The health cards we supply and the summary sheets for group leaders have no sensitive 
information printed on them. The card only has contact information, portrait photographs 
and links to enable access to the first response health data.  

Disclosure of personal information 

We only disclose your personal information to others for the direct purpose of providing a first 
response service as follows: 

Mailing information 
We use third party suppliers to mail out the yearly reminders for renewal of your 
membership. This will contain a copy of your medical details and other personal information 
you have supplied to us. All mail is sent via Australia Post. The purpose for sending you this 
information is so that you can check and update the details, including the emergency 
medical response information, as necessary. We always use trusted third party printers who 
follow our agreements on privacy agreements for sub-contractors, see below.  

Sub-contractors 
We may make use of sub-contractors for the purpose of providing postal services. They are 
only given the minimal personal information necessary for carrying out their service of 
printing and posting. Typically this will include name, address and contact details plus a copy 
of your emergency medical information for first response purposes. No financial details nor 
PIN access codes are disclosed to our sub-contractors. We have signed agreements (MOUs) 
with all our third party suppliers (including mailing services) to help protect your privacy. 

Financial information 
We only disclose your personal financial information, such as credit card or bank account 
details, to authorised financial institutions for the purpose of payment of services or goods. 
On some occasions we need to keep a paper copy of your application form together with 
your financial information. This is only for the purpose of clearing any new or outstanding 
payments. At all times this information, including sensitive information, is kept secure in 
locked premises and accessible by authorised staff only. 

Disclosure of sensitive information 
To provide a first response service we have to disclose personal information, which may 
include sensitive information. This will only be information you have supplied to us, or has 
been supplied by a carer, parent or guardian, for this purpose.  
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You may at any stage withdraw your consent for us to disclose sensitive information. This 
can be achieved by: 

• Accessing your personal record online and clicking the ‘do-not-disclose’ button (this 
is the preferred method). Note that the information will still be available for you to 
read when you are logged in. 

• Deleting the sensitive information in your record. Please note, we provide no 
guarantees to recover your information once you have deleted it. 

• Sending us a letter, using the contact details provided below, requesting us to either 
to flag your record as ‘do-not-disclose’ OR to ‘delete’ all, or part of, your record. 
Note, this must be in writing as we are unable to act on email requests.  

When a request is made to withdraw consent we may need to verify this with you before 
any action is taken. This would normally take no longer than five business days.  

Verification before disclosure of personal information 
Since we hold personal sensitive information we have strict policies regarding the disclosure 
to others in first response situations. A copy of this policy is available on our web site for 
members only.  

Overseas 
Generally we only disclose personal information overseas so that we can appropriately 
handle a first response enquiry. You have to give us prior permission before we will disclose 
your personal and sensitive information overseas (unless authorised by law). This can be 
achieved when you access your personal record and click on the box ‘allow-overseas-
disclosure’.  

Examples of overseas disclosure include, when: 

• The individual concerned is overseas and a request is made for first response health 
data 

• Our internet services that provide website traffic analysis information are based 
overseas 

• The social network services we use have their servers based overseas 

When you communicate with us through a social network service such as Facebook or 
Twitter, the social network provider and its partners will typically collect and hold your 
personal information overseas. With the exception of the third party service mentioned 
above, all personal information we collect and hold are kept on secure servers.  

In the case of unforseen communication problems in Australia, complete copies of your 
personal information, including sensitive information, are securely held in New Zealand. This 
is only for business continuity purposes which allows our company to access your 
information if our Australian servers are ever offline. Information is not normally disclosed 
to anyone in New Zealand which has strong privacy laws to which we comply. 
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Disclosure authorised by law  
With the exception of the disclosures mentioned above, no information, including sensitive 
information, is disclosed to third parties except when authorised by law (e.g. a court order 
has been made).  

Quality of personal information  

We take all reasonable steps to ensure the quality of the personal information we have been 
supplied. This includes promptly updating records when informed directly by our customer and 
allowing them access to this information when they request it.  

We send out annual reminders by Australia Post to our customers reminding them to check their 
details and update them as required.  

Furthermore, we record all personal information in a consistent format. We periodically audit our 
customer data to ensure completeness and integrity (i.e. accuracy). We check the quality of any 
personal information before we disclose it.  

Storage and security of personal information 

We take all reasonable steps to ensure the security of the personal information we hold. Our 
computing equipment has up-to-date protection from external threats and we review our security 
procedures on a regular basis. We engage, a third party company, Web-Rover Ltd. to keep a copy of 
your personal records secure in New Zealand. 

We also engage third party IT security specialist to ensure we are adequately protected from known 
risks. We keep a record (audit trail) of when someone has added, changed or deleted personal 
information held in our electronic databases. Our customer database is securely kept and password 
protected (i.e. encrypted) on Australian based servers.  

Hard copies of all personal information and backup copies of electronic information are kept 
physically secure from theft and intrusion.  

Personal information will be deleted on request or after three months of a member leaving our 
services (including non-payment for services). We safely destroy all personal information once it is 
no longer required.  

Accessing and correcting your personal information 

You have access to your personal health data via your account on the web. You can update this 
information at any time. We will assist you if necessary in changing this information.  

You have the right to ask for access to other personal information that we hold about you, and ask 
that we correct that personal information. You can ask for access or correction by contacting us and 
we will respond as soon as possible but no later than 30 days.  

If you ask, we will give you access to your personal information, and if permitted by law we will take 
reasonable steps to correct it if we consider it is incorrect. We will ask you to verify your identity 
before we give you access to your information or correct it, and we will try to make the process as 
simple as possible.  
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If, in the unlikely case, we refuse to give you access to, or correct, your personal information, we will 
notify you in writing setting out the reasons. We will inform you in writing of the reason for not 
correcting the information. You may request that we keep both the original information together 
with your request for change.  

If we have provided incorrect information to others, we will inform them of the correction as soon as 
possible, unless there is a valid reason not to. 

Making a Complaint 

You are entitled to make a complaint if you are unhappy about the way we handled your personal 
information. You should first complain to us in writing. We will inform you that we have received the 
complaint, then we will respond in writing to let you know the outcome of the complaint. All 
complaints will be assessed by a senior staff member who will decide if the complaint needs 
investigating further. We will respond as soon as possible, but no later than 30 days after we have 
received it.  

If you are unhappy about how we handled the complaint you are entitled to take the complaint 
further. The Office of the Australian Information Commission (www.oaic.gov.au) provides advice on 
this.  

Contact Us 

In regard to any privacy concern you can contact us at: 

Phone:    

Fax: 

Overseas Phone:  

Email:   

Postal Address:  
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Australian Privacy Principles (APPs) Compliance Check-list 
The following check-list will assist you in determining if your privacy policy is compliant with the 
Australian Privacy Principles (APPs).  


Tick the YES bullet if your business is compliant. 


Tick the NEEDS IMPROVING bullet if you need to make improvements with your privacy 
policy or you still need to make improvements to your business privacy handling procedures. 


Tick the NOT APPLICABLE bullet when you this does not apply to your business. Note that 
this button is not available when the criteria is considered essential for APP compliance. 


If you are unsure leave blank. 


a) Style, Format and Version Control YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


The privacy policy is written in a style and length that is easy 
to understand and suitable for the web? 


The policy is clearly expressed, up to date and easy to 
navigate? 


The policy is readable by a diverse community, e.g. avoids 
technical, legal, in-house terms or jargon? 


The policy has a web version that uses a layered approach? 


The policy states your process or schedule for updating the 
policy, and how changes will be published? 


The policy states the date of the current policy and if it 
replaces previous versions? 


b) Collection of Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


Contains a description of the kinds of personal information 
collected and held. 


States when personal information is collected directly from 
individuals. 


States when personal information is collected from a 
purchased list. 


States when personal information is collected from 
competitions. 


States when personal information is collected from referrals 
from individuals or other entities. 
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b) Collection of Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States when personal information is collected from individuals 
by other methods, e.g. Website cookies, RFID, Mobile devices 
and other electronic means. 


States the purposes for which personal information is 
collected, held and used. 


Separately lists any Sensitive Information collected or held by 
your business. 


Explains that an individual must provide their explicit consent 
before any personal information is collected. 


Explains the method for recording any signed statement made 
by individuals regarding explicit consent. 


Explains the criteria and procedures applied when collecting 
and holding personal information about a vulnerable segment 
of the community (e.g. children). 


c) Non-Identification, Pseudonyms and Risk
Awareness


YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


Explains the situations in which a person can deal with your 
business by not identifying themselves or by using a 
pseudonym. 


Explains the circumstances when it is impracticable for your 
business to deal with individuals who have not identified 
themselves. 


Explains the consequences (if any) for individuals who have 
not identified themselves. 


Explains to the individual that there are risks associated with 
divulging personal information. 


Explains to the individual the possible consequences of any 
risks associated with divulging personal information. 


d) Disclosure of Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States the purposes for which personal information is 
disclosed by your business. 


States to whom personal information is disclosed by your 
business. 
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d) Disclosure of Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States the legal reasons when personal information may have 
to be disclosed by your business. 


States the conditions, and when, others (other than the 
individual) can access personal information. 


e) Holding Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


Describes how personal information is held by your business. 


States that personal information is combined or linked to 
other information held about an individual. 


Describes the security measure your business employs to 
protect personal information. 


Explains whether your business retains a record of personal 
information about all individuals (or categories of persons) 
with whom it deals. 


States when personal information is stored by a third party 
data storage provider. 


States any information retention or destruction practices or 
obligations that are specific to your business. 


States the period for which personal information records are 
kept. 


States if the personal information will be de-identified or 
destroyed when no longer needed. 


States the legal exceptions that apply for not de-identified or 
destroying personal information that is no longer needed. 


f) Access and Quality of Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States that individuals have a right to request access to their 
personal information. 


States how an individual may access their personal 
information. 


States that individuals have a right to request correction of 
their personal information. 
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f) Access and Quality of Personal Information YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States how an individual may seek to correct their personal 
information. 


States how your business reviews if the personal information 
they hold is accurate and up to date. 


Describes the range of people or other entities that may 
access the personal information held by your business. 


States how your business ensures any third parties will correct 
personal information. 


States how your business contacts the individuals concerned 
to ensure personal information is correct and up to date. 


States whether requests for access to or correction of 
personal information should be made under the Privacy Act, 
the FOI Act or other administrative access arrangement your 
business has established. 


States the position, title, telephone number and email 
address of a contact person for requests to access and correct 
their personal information. 


Uses a universal contact name (e.g. Privacy Officer, 
privacy@xyz.com.au) to allow for staff movements in your 
business. 


g) Handling Complaints YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States that an individual may complain if your business 
breaches the APPs or any registered binding APP code. 


Details how any complaint of an APP breach will be handled. 


Includes reference to other complaint avenues that operate 
alongside the Privacy Act. 


States that any complaint by an individual should first be 
made in writing and the reasonable time your business will 
take to respond (e.g. within 30 days). 


States the next stages of complaint handling. 


States the position, title, telephone number and email 
address of a contact person to whom the individual can 
complain. 
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h) Overseas (Cross-border) YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


States whether your business is likely to disclose personal 
information to overseas recipients. 


Details the countries in which overseas recipients are likely to 
be located (if it is practicable to specify those countries). 


a) Management of the Privacy Policy YES NEEDS 
IMPROVING 


NOT 
APPLICABLE 


Your business has taken reasonable steps to make its APP 
Privacy Policy available free of charge in an appropriate form. 


Your business has taken reasonable steps to make its APP 
privacy policy available, in a particular form, where requested. 


Your business endorses a privacy by design approach. 


Your business keep a record of the proactive steps taken of 
internal practices, procedures and systems to ensure APP 
compliance and to manage personal information in an open 
transparent way. 


Your business ensure compliance by undertaking a 
reasonable steps test. 


Your business has a commitment to conduct a Privacy Impact 
Assessment for any new project in which personal 
information will be handled, or when a change is proposed to 
information handling practices. 


Your business has procedures for identifying and reporting 
privacy breaches. 


Your business undertakes regular staff training and 
information bulletins on how the APPs apply to your business, 
and its practices, procedures and systems developed. 


END OF APP COMPLIANCE CHECK LIST. 
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Checklist for WHAT do I need to know before writing? 
The following check-list will assist you in gathering the necessary information needed to generate 
your privacy policy.  


Tick the NOT-YET-BUT-NEEDED button if your business does not currently have this 
information but probably should have it at some time in the future. 


Tick the NOT-APPLICABLE button when this does not apply to your business. 


Tick the YES-COPY-AVAILABLE button when you have located the essential information that 
you will use to assist you in generating your privacy policy. 


If you are unsure leave blank. Note that, other check-lists are provided later in this eBook 
to determine if you have covered everything to be legally compliant. 


a) About COLLECTION of personal information
– Do you, or does your business, have:


NOT YET 
BUT NEEDED 


NOT 
APPLICABLE 


YES COPY 
AVAILABLE 


Printed applications forms (or online equivalent) used for 
collecting personal information? 


Access to (or knowledge of) all web based applications 
that collect personal information? 


Knowledge of all other electronic means of collecting 
personal information, e.g. RFID tags, web cookies, 
scanning of ID documents such as driving licences, etc.? 
Copies of any surveys or marketing brochures used to 
collect personal information? 


Detailed knowledge of any sensitive information your 
business collects to include any Health Records? 


Knowledge of the reasons why each item of personal 
information is collected by your business? 


Details of any personal information that is supplied to 
your business by other businesses? 


About DISCLOSING personal information  
– Do you, or does your business, have:


NOT YET 
BUT NEEDED 


NOT 
APPLICABLE 


YES COPY 
AVAILABLE 


Details of any personal information that is disclosed to 
other businesses, including sub-contractors? 


Details of any personal information that is disclosed to 
other people, organisations or government agencies? 


Details of any personal information that is disclosed to 
any person, business or organisation overseas? 


Details of any personal information that your business 
sells to other businesses? 
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About STORAGE of personal information  
– Do you, or does your business, have:


NOT YET 
BUT NEEDED 


NOT 
APPLICABLE 


YES COPY 
AVAILABLE 


Access to documentation (or good awareness of) your 
business’s IT security? 


Knowledge of all cloud based services used by your 
business that hold personal information? 


Knowledge of any overseas storage facilities or data 
bases that hold personal information? 


Knowledge of any mailing lists stored for publicity 
purposes? 


Detailed knowledge of how all sensitive information is 
stored and how it is accessed to include Health Records? 


About POLICIES 
– Do you, or does your business, have:


NOT YET 
BUT NEEDED 


NOT 
APPLICABLE 


YES COPY 
AVAILABLE 


Any customer’s complaints handling policies or 
procedures? 


Any policies or procedures regarding access to computer 
equipment, the internet and email? 


Any policies on how customers can requesting 
information about themselves or others? 


Any policies or procedures on when and how a customer 
can contact your business anonymously? 


Any policies, or terms of conditions/memorandums, 
regarding business associates or sub-contractors?  


Any policies or procedures on the handling of personal 
information regarding deceased customers?   


Any other policies, procedures, memorandums or terms 
and conditions regarding personal information? 
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PRIVACY POLICY Complete-policy template 


Use this template to help generate your privacy policy. Refer to the text in the eBook: 
‘Privacy Policy Essentials for Australian Businesses’ for examples and guidance. 


n the text fields provided below, replace {These Comments} with your own wording.  


Privacy Policy 


This privacy policy outlines the personal information handling practices of 


Overview
We collect, hold, use and disclose personal information to carry out our services of 


Collection of your Personal Information 


Anonymity (not supplying your real name) 


Indirect collection 


             Version  


About this policy 


The Privacy Act 1988 outlines the legal obligations for businesses that collect and handle personal 
information, in particular, any business bound by the Australian Privacy Principles (APPs) in the Act are 
required to have a privacy policy. 
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Vulnerable people 


Collection through our website and the Internet 


Sensitive Information 
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Overseas 


Verification before disclosure of personal information


Mailing information


Financial information 


Disclosure of sensitive information 


Disclosure of personal information 


Sub-contractors or Associates 
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Accessing and correcting your personal information 


Storage and security of personal information 


Quality of personal information 


Disclosure authorised by law 


Other disclosure 
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Contact Us 


Email: 


Phone: 


Other:


Making a Complaint 
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		Text33: {Briefly state how and when you might not correct information - if appropriate}

		Text31-1: {State how you might verify the individual before making any correction}

		Text31-2: {State your policy when an individual request access, or correction, to somebody else’s personal information, e.g. a child}

		Text28: {State if your company has physical security for servers and hard copies}

		Text27: {Give an overview of what computer security measures your company undertakes}

		Text29: {State any special security measures your company might take}

		Text27-1: {Where appropriate, provide a brief outline of your policies on back-up, business continuity copies, hard copies, mobile devices, audits, reviews – NOTE don’t compromise your business security with unnecessary details}

		Text29-1: {State how long you keep personal information and outline your policy on destroying information no longer needed}

		Text23: {State if you disclose any personal information to anyone or any company or organisation overseas}

		Text24: {State if you use overseas based cloud services for storing personal information}

		Text22-2: {State any policy you may have for verifying the identity of a person before the disclosure of personal information – particularly when disclosing ‘sensitive’ personal information}

		Text23-1: {Give some examples of overseas disclosure}

		Text23-2: {If possible, state which countries you disclose personal information to} 

		Text24-1: {State if you disclose information through the use of social network service such as Facebook or Twitter and that their privacy policies will therefore apply}

		Text19: {State if you use third parties to mail out personal information}

		Text20: {State your policy for disclosing personal information to sub-contractors or associates}

		Text21: {If non-standard - Summarise your policies on how you look after individuals’ financial information}

		Text22: {If you collect sensitive information then    a) State if you don’t disclose any sensitive information        OR     b) Briefly state why and when you need to disclose sensitive information}

		Text22-1: {State how individuals can consent, or otherwise, to the disclosure of their sensitive information, as necessary}

		Text11: {State if you don’t collect sensitive information    OR  State if you do collect sensitive information and briefly why}

		Text10: {State any other reasons you might collect personal information indirectly}

		Text9: {State if and when personal information might be supplied by a parent, guardian or carer}

		Text18: {State, in general why you would need to disclose personal information to others}

		Text34: {State that individuals are entitled to make a complaint about the way you handle their personal information}

		Text35: {Briefly state your company’s procedure for complaint handling}

		Text35-1: {State any other avenues for complaining that might apply in addition to the Privacy Act}

		Text35-2: {State your reasonable time-frames for responses and if complaints are needed in writing}

		Text35-3: {State what they should do next if they are unhappy about how you handled their complaint}

		Text36: {Your company’s email for the privacy officer or equivalent, e.g. privacy@yourbussinessname.com.au}

		Text37: {Your company’s phone number where messages can be left for the privacy officer or equivalent}

		Text37-1: {Postal Address; Fax; Overseas Phone; TTY users; Speak and Listen services; Translation services, etc.}

		Text26: {State what steps do you take to ensure the quality of the personal information you collect and handle?}

		Text25-1: {State you may have to disclose personal information if required by law}

		Text25: {If appropriate- State any other disclosure that your customers would not reasonably be aware of}








PRIVACY POLICY Summary-ONLY template 


The summary is a shorter statement about your business privacy handling procedures. It must have 
a link to the COMPLETE policy. Use this template to help generate your policy. Refer to the text in 
the eBook: ‘Privacy Policy Essentials for Australian Businesses’ for examples and guidance. 


Include everything below as a high level summary except where it is stated as ONLY IF 
APPROPRIATE. This means, only include in the summary if your business has special provisions for 
this item, noting that, these statements are covered in the COMPLETE policy. 


In the text fields provided below, replace {These Comments} with your own wording .  


Privacy Policy Summary 


Overview 


This privacy policy outlines the personal information handling practices of 


We collect, hold, use and disclose personal information to carry out our services: 


Collection 


Anonymity (not supplying your real name) 


Indirect collection 
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Sensitive Information 


Vulnerable people 


Collection through our website and the Internet 


Disclosure of personal information 


Mailing information 


Sub-contractors or Associates 


Financial information 


Disclosure of sensitive information 


Overseas 


Other disclosure 


Quality of personal information
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Storage and security of personal information 


Accessing and correcting your personal information 


Making a Complaint 


Contact Us 


Email: 


Phone: 
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		Text1: {Your Business Name}

		Text2: {Summarise the services and product lines of your business}

		Text3: {Summarise the main reasons you collect personal information?}

		Text4: {State the main way you collect it, e.g. directly from individuals, purchased lists, competitions, referrals, etc.}

		Text5: {ONLY IF APPROPRIATE - Briefly state when and how individuals can contact you anonymously?}

		Text6: {ONLY IF APPROPRIATE - Briefly state when is it necessary for individuals to give their real name?}

		Text7: {ONLY IF APPROPRIATE - When do you collect personal information indirectly?}

		Text8: { ONLY IF APPROPRIATE - For what reason(s) do you collect personal information indirectly?}

		Text9: {ONLY IF APPROPRIATE - Briefly state if personal information is supplied by a parent, guardian or carer}.

		Text10: {ONLY IF APPROPRIATE - Briefly state other reasons you might collect indirectly}

		Text11: {State if you don’t collect sensitive information    OR  State if you do collect sensitive information and briefly why}

		Text12: {Give an indication of the types of sensitive information you collect – leave full list to complete policy}

		Text13: {ONLY IF APPROPRIATE – briefly state your policies for dealing with vulnerable segments of the community}.

		Text14: {State if you have a web site(s)}

		Text15: {State if you use social networking sites for collecting personal information}

		Text16: {ONLY IF APPROPRIATE –Briefly state if you collect information through cookies or other tracking technologies}

		Text17: {ONLY IF APPROPRIATE –Briefly state if you have online forms and where the information is stored}

		Text18: {State, in general why you would need to disclose personal information to others}

		Text19: {ONLY IF APPROPRIATE –Briefly state if you use third parties to mail out information}

		Text20: {ONLY IF APPROPRIATE –Briefly state your policy for disclosing personal information to sub-contractors}

		Text21: {If non-standard - Briefly summarise your policies on how you look after individuals’ financial information}

		Text22: {ONLY IF APPROPRIATE - If you collect sensitive information then    a) State if you don’t disclose any sensitive information        OR     b) Briefly state why and when you need to disclose sensitive information}

		Text23: {ONLY IF APPROPRIATE -State if you disclose any personal information to anyone or any company overseas}

		Text25: {ONLY IF APPROPRIATE - State any other discloser that your customers would not reasonably be aware of}

		Text24: {ONLY IF APPROPRIATE -State if you use overseas based cloud services for storing personal information}

		Text26: {Briefly state what steps do you take to ensure the quality of the personal information?}

		Text27: {Give a high level overview of what computer security measures your company undertakes}

		Text28: {Briefly state if your company has physical security for servers and hard copies}

		Text29: {ONLY IF APPROPRIATE –Briefly state any special security measures your company might take}

		Text30: {Inform the reader they have a right to access their personal information you keep}

		Text31: {Briefly state your policy on correcting individuals’ personal information if they request it}

		Text32: {State if you will inform third parties, who you have disclosed personal information to, about any corrections}

		Text33: {Briefly state how and when you might not correct information if appropriate}

		Text34: {State that individuals are entitled to make a complaint about the way you handle their personal information}

		Text35: {Briefly state your company’s procedure for complaint handling}

		Text36: {Your company’s email for the privacy officer or equivalent, e.g. privacy@yourbussinessname.com.au}

		Text37: {Your company’s phone number where messages can be left for the privacy officer or equivalent}

		Text38: {State the link to, or how customers can get to, your Complete Privacy Policy?}
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